ABSTRACT: WiFi positioning is the most promising means of indoor positioning in the future. However, most WiFi localization techniques can't meet the requirements of the criminal investigation. Therefore, there is a need to make a research on the passive location. This paper mainly researched the passive location of WiFi client based on the location fingerprint. Based on the signal attenuation model, fingerprint location algorithm and promiscuous mode, an improved technique of passive positioning is introduced. First, we conducted an in-depth research for the position of the fingerprint algorithm based on RSSI (Received Signal Strength Indication). Then, we propose solutions to optimize the location fingerprint to reduce location time and calculation process. Finally, simulation results and field test data show that symbolic positioning is good and physical positioning can reach high position accuracy.
INTRODUCTION
In recent years, with the development of the metropolitan area network, the coverage rate of WiFi hot spots (AP) is greatly increased. Due to the increase of the demand of location services and the expansion of WiFi application field, WiFi localization has become an effective way of positioning. GPS satellite positioning is the most important way, it needs to be relatively open, high-rise buildings are not dense places to get more accurate positioning. When people are in the downtown area of tall buildings or indoor, the positioning accuracy can obviously reduce or even cannot be located. At this point, the use of ubiquitous WIFI network will be able to make up for the lack of GPS positioning.
Police criminal investigation departments think new technology research is necessary. In this paper, the passive location of the WiFi client based on the location fingerprint is mainly consisted of two stages: the calibration phase and the actual measurement stage. The system uses an improved location fingerprint recognition algorithm to achieve positioning, with the following advantages: 1) It does not require the target Client AP connection WIFI, and does not decrypt AP;
2) It does not hijack AP, does not involve personal privacy; 3) It does not need to contact the installation software; 4) It has high positioning accuracy.
The system uses the passive listening WiFi client to locate and track suspects, which isn't required to connect to WiFi hotspots and hijack AP. It avoids associating the technical with legal issues, and can be used for a scout in airports, railway stations and other public places of WiFi client positioning and tracking. The main technique is to collect the signal which has WiFi module, and then calculate the relative position of the measured object according to the WiFi signal attenuation model and the location fingerprint identification algorithm.
LITERATURE REVIEW
Positioning techniques mainly include RFID (radio frequency identification), Bluetooth, WiFi, infrared, ultrasonic and so on, in which the positioning based on WiFi technology is the mainstream now. At present, most of the WiFi wireless positioning algorithm mainly includes positioning model of arrival time, angle of arrival, which is based on time difference of arrival (TDOA) and the received signal strength (RSSI). The application of the broad, the best is based on received signal strength. Generally speaking, the process of use of wireless signal strength (RSSI) to obtain the location information of the target is the process of establishing the wireless signal strength database and location information.
The method of WiFi positioning based on the received signal strength (RSSI) is mainly divided into two categories: triangle algorithm and location fingerprint identification algorithm. The triangle algorithm estimates the target position by using the distance information between the target and at least three known reference points, and it relies heavily on the accurate AP location information and accurate signal transmission loss model, which is difficult to implement in the specific implementation. The position fingerprint identification can obtain the target position by comparing the required signal characteristic fingerprint information. The two methods are active localization, while the requirement of client active AP signal strength detection and the need for early contact do not meet the requirements of criminal investigation.
At present, the market mature WiFi positioning products are AeroScout, Y-FIND, RTMAP etc., but they are still not applied to the field of public security criminal investigation. Therefore, this paper presents the passive location algorithm based on location fingerprint.
METHOD
WiFi client passive location system based on location fingerprint is composed of three parts, the observer, the calibration device and the protocol. The observer is responsible for grabbing the signal frame of the calibration equipment in the fixed area, sending to the positioning server, which is analyzed and stored by the positioning server. Calibration equipment is a device with a WiFi module, and you can send a signal. The system mainly includes two parts, calibration and testing phase. The main purpose of the calibration stage is to generate a fingerprint identification database; in the testing phase, the WiFi signal of the target equipment is collected at first, and then the position of the target is calculated by the position fingerprint identification based on the fingerprint identification database. The framework of the system is shown in Figure 1 . 
Components

Observer
Observer is a mixed mode network card notebook, according to the need to further transform into the use of a certain type of hardware board. It is not only convenient, but also can reduce the cost of the project. The reason why observer has at least three units is that it needs at least three of the space in the vector before you decide a point.
Promiscuous mode is to receive all the data packets through the network card, including the package which is not sent to the machine. Because of default, the network card will only pass the packages which send the localhost to the upper level program, and the other packets will be discarded. Simply speaking, if it is set to promiscuous mode, network interface controller (NIC) can incept all data packet to monitor. The observers must support the promiscuous mode because the observer is not only able to capture the signal frame, but also can send data to the Control machine. All data processing is done on the controller. This can be achieved without calibration equipment connected to the AP or wireless routing. As long as the calibration device WLAN switch is open, you can grab the calibration device signal frame to achieve the passive location.
Calibration device
Calibration equipment is a device with WiFi module. When the calibration equipment of the WiFi module is in the open state, the calibration device will send a series of broadcast frames.
The main data contained in the broadcast frame are [BSSID, SA, DA and SIGNAL]. The main function is to get the destination MAC address and the signal strength of each frame. BSSID is used to identify a BSS, which is the same format as the MAC address, and is the 48 bit address format. Generally speaking, it is the MAC address of the wireless access point. To some extent, its role is similar to SSID, but SSID is the name of the network, which is given to people to see. BSSID is given to the machine to see, which is similar to MAC address. SA is the source address, and Ethernet is the same, that is, the original address of the frame, in the Ethernet and WiFi frame format conversion, can be directly copied to each other. DA is the destination address. SIGNAL is the signal strength.
Protocol
Ethenet and WIFI are using the protocol IEEE 802 protocol. Among them, Ethenet protocol use 802.3 and WIFI uses 802.11 as the network layer protocol. The part above network layer of either wired network or wireless network is basically the same.
For the sake of relative independence of positioning process and the communication process of server, we set up the AP hotspot for positioning specially and communication between client and server, which can effectively reduce the initial cost of the building of system environment. The client and server are through TCP connection to achieve reliable transmission.
The model of signal attenuation
In the indoor or outdoor environment, the terrain, obstacles, and the influence of human barrier will cause the refraction, diffraction and multipath propagation of wireless signal, multiple access communication, arriving at the terminal at different times, results in signal propagation in the amplitude, frequency and phase changed by signal transmission path. In the same position, the RSS values collected in different time are uncertain, even if they collected in the same time and place will be in different size because the different positioning equipment are used, which will affect the accuracy of the location. The wireless signal attenuation model is difficult to characterize the mapping relationship between the distance and signal strength. Therefore, this paper uses the localization algorithm based on fingerprint position to achieve WiFi positioning. At the same time, in view of the causes of location error, we propose the improved algorithm to improve the robustness of localization. The attenuation model of signal intensity is shown in Figure 2 .
It is assumed that the signal intensity is known. According to the strength of the signal received by the test node, the transmission loss can be converted into distance information by using the propagation model, such as formula (1) .
In formula (1), n is the environmental factor. It is related to the structure and material of the building, which represents the ratio of index between the path length and the path loss, and the range usually takes 2 to 4. PL(d) is the received signal strength from the signal transmitter d place. PL(d0) is the received signal strength when distance is d0 (usually the value of d0 is 1 meters), the unit is dB. ξ is the signal attenuation factor, it is independent of the propagation distance. 
Location fingerprint identification algorithm
According to the different positions of the received signal strength vector, location fingerprint identification algorithm establishes corresponding location fingerprint database through the real-time acquisition of the signal strength and signal database space storage of the signal vector, which adopts certain matching algorithm to realize localization. This algorithm can reduce the effect of multi-path effect and enhance the anti-jamming ability to a certain extent. There are mainly two phases in the fingerprint algorithm: the calibration phase (or the off-line phase) and the measured phase (or the on-line phase).
The main purpose of the calibration phase is to establish the location fingerprint database. According to the location environment, the reasonable sampling distribution is designed. Traverse the sampling points, and put the corresponding signal intensity, MAC address, and position information into the fingerprint database. The accuracy of the data in the database determines the accuracy of the location, the more accurate the data are, the better the positioning effect is. The measured phase detects the signal strength and physical address of the intelligent mobile phone at the location point, and then uses the matching algorithm to search the matching data in the database. At last, the actual location of the user is estimated. The positioning process of location fingerprint is shown in Figure 3 .
In WiFi environment, assuming that a particular indoor area can detect n WiFi signal intensity (RSSI), select the L sampling points. The location information of sampling point is known as two-dimensional spatial coordinates x, y. Each sampling point can observe n values of RSSI (rssi1, rssi2,..., rssin) as the fingerprint of sampling points. There is a corresponding relationship between each fingerprint and the sampling point position. The fingerprint database can be expressed as formula (2). 
LFDB contains the RSSI sequence and location information, so the fingerprint and the position information can be divided into the position collection Loc and fingerprint collection Fp (Fingerprint). 
Improved fingerprint location algorithm
The theoretical study shows that in the same place, because of the change of time, the random sway of the body, the direction of mobile phone, as well as the influence of environmental factors will produce large fluctuations of the received RSS value. In order to ensure the stability of the signal of the data itself, we must be on the stage calibration signal collected by smoothing. There are many methods of signal smoothing, and one of the most widely used is the mean smoothing method.
The so-called mean smoothing method is preset threshold TD, after a certain time sampling, to obtain the location of multi group data. For each specific AP access point, calculate the standard deviation of D. If the standard deviation is greater, the fluctuation signal under the influence of around environment will be greater. According to the theory, when the signal is disturbed by external environment, signal strength will attenuate. If you take the average value of the signal disturbed by external environment, and then take that stored in the database, the error will be great. The average smoothing method makes the strong signal part of the data in a larger proportion of the positioning results when D>TD. If D<TD, strong signal part of the data accounts for only a small proportion in the positioning results. From the analysis above, the mean data smoothing method is divided into two parts, Rav1 and Rav2. Rav1 and Rav2 are shown in formula (5) and (6), respectively. Rav1 is the average number of part number that is less than that of all data. Rav2 is the average number of part number that is more than that of all data. The total number of AP is n1+n2.
So, the mean smoothing processing RSS is:
Among them:
When given TD, α can be determined. α is used to measure the proportion of Rav1 and Rav2 in the received signal strength. av R is the Sij that is in the location fingerprint database. Then according to the positioning algorithm, compare the calibration phase data and the measured data to obtain more accurate positioning results. Improved position fingerprint algorithm process is shown in Figure 4 . 
Matching algorithm
In the positioning phase, the selection of location algorithm is very important. Nearest neighbor algorithm is usually used in location fingerprinting algorithm. But, this experiment uses the Euclidean distance. The Euclidean distance formula is shown in formula (9). 
when the target is in the location area, we can get a fingerprint, such as lf=(rssi1,rssi2,...,rssin). Use Euclidean distance to calculate the position of the target.
Operation
Calibration phase
The goal of calibration phase is to establish a fingerprint identification database. First, select a reasonable reference point distribution to ensure that accurate position estimation can provide sufficient information for the positioning stage. Then, the RSSI value of different AP is measured at each reference point, the corresponding MAC address and the position information of the reference point are recorded in the database, and the reference points in the area are traversed. Due to the environmental impact, the wireless signal strength is not stable. In order to overcome the impact of RSSI instability on the location, usually each reference point on the average number of times is measured. The function of this stage is to collect the target signal intensity in the public space which has installation of multiple RSSI signal strength of AP. The observer software is deployed in the handheld device. When the target X is in the position (X, Y), the operator of trigger N observers will measure the RSSI X strength. Software records the N dimension of space (RssiO1, RssiO2,..., RssiO3), and each point is associated with the unique (X, Y), as a result of calibration.
The calibration stage is mainly to achieve the calibration of the heat map, and the formation of the database. Regarding X as a calibration device, in the calibration equipment X's WiFi module in the open (whether connected to the WLAN or not), X's WiFi module is to communicate with the surrounding AP, wireless routing, or near the AP or routing is impossible to know the equipment of X's existence. Similarly, X is not likely to know the situation of the nearby WLAN. So, X will send a series of broadcast frames when they communicate with the outside world, and we'll grab the frame. According to equipment X, fetching signal equipment position relative to the different signal strength attenuation is different, therefore we can capture all the WiFi signal strength of all sampling points, and form [coordinate value -the value of a signal] key value pairs.
Measured phase
In the measured phase of the system, according to the calibration phase of location fingerprinting database, when the target device gets into the actual site, broadcast frames sent by crawling the target device can get the current position signal strength value, then the value and location fingerprinting database of key value pairs are matched, and the signal will be to coordinate values through reverse thrust at last.
The main purpose of the measured phase is monitoring and locating. The function that the interception module completes is when the target device T is in an unknown position (x, y), observing the RSSI strength of the passive listener T. The function of the interception module is to passively listen to RSSI strength of the T by installing the viewer's software, when the target device T is in an unknown position (x, y). The observer software continuously records the RSSI intensity of the target device T, and then gets the target device to each AP of the RSSI at each moment. The function of positioning module is to get the RSSI intensity sequence of multiple observers as the point (rssiO1, rssiO2,..., rssiO3) in N dimension space, and calculate the distance between each point (RssiO1, RssiO2,..., RssiO3) in the N dimensional space, where the nearest point of the corresponding (x, y) is the location of the desired location.
In the capture of WiFi signal, broadcast frame will grab the broadcast of all the nearby devices, so the way we use is all grab and then filter. Filtering criteria is to specify the MAC address. Measured personnel provide MAC address to the program, so that the signal can guarantee to capture that the same device issued. At first, the RSSI intensity of the target device is intercepted by the interception module, and then the matching is realized by the positioning module according to the position fingerprint database formed in the calibration stage, thereby realizing the positioning of the target device.
RESULT AND ANALYZE
In order to study the application of WiFi client passive positioning system based on location fingerprint in practical situations, this paper selects the Northeast Normal University campus to carry out on-site experiment. The experimental area is 20m × 30m, a sampling point is set every 2m, and four AP communications were distributed in the sampling distribution around (such as Figure 5 black dots) . Three different observer locations were used to collect each sample point's value of RSSI. In order to reduce the deviation, each sampling point was collected by 100 times, and then took the average of the 100 numbers stored in the database. We randomly selected five test points to test, the MAC address of the target device are given, the system would calculate a position of a WiFi client based on our proposed algorithm, and the results accorded with the requirements of the criminal investigation positioning error. In order to ensure the correctness and rigor, we performed the test in two places, to reproduce the experimental results. The working diagram of system is shown in Figure 6 . 
CONCLUSION
This paper studies passive localization of WiFi Client based on location fingerprint from two aspects of basic theory and practical test. The theoretical analysis and practical test results show that the passive localization of WiFi client based on location fingerprint is feasible. Compared the system with the traditional active localization, it has very obvious advantages and improves the positioning accuracy, and meets the requirements and limitations of the criminal investigation. This system is suitable for inspection and is equipped with all levels of public security, and criminal investigation department.
